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Firewall

Stop unknown threats. Dead.

XG Firewall offers the best protection against
the latest advanced threats like ransomware,

cryptomining, bots, worms, hacks, breaches

and APTs.

e Powerful Sandstorm sandboxing

e Deep learning with artificial intelligence

e Top performing IPS

e Advanced threat and botnet protection

e Web protection with dual AV, JavaScript
emulation and SSL inspection

Isolate Infected Systems

Sophos XG Firewall is the only network
security solution that is able to fully identify
the source of an infection on your network
and automatically limit access to other
network resources in response. This is made
possible with our unique Sophos Security

Heartbeat™ that shares telemetry and health

status between Sophos endpoints and your
firewall.

Computing

Srmooth, stress free IT 'No/Proﬂ!f'\_-

Sophos Firewall Manager: Not configured

36% 288.04M
64

Allowed web categories
4.03K
1.93K
876
502
401

Powered by Deep Learning

An industry first, XG Firewall integrates
Deep Learning technology into our
Sophos Sandstorm sandboxing. It’s been
developed by data scientists at
SophosLabs to deliver the industry’s best
detection rates without using signatures.
It catches previously unseen malware
lurking in suspicious payloads quickly and
effectively. It’s just one of the ways that
XG Firewall stops unknown threats dead
in their tracks.

Intercepting Exploits

XG Firewall integrates some of the best
technology from our leading Intercept
X next-gen endpoint protection like
exploit prevention and CryptoGuard
Protection to identify malware exploits
and ransomware before it gets on your
network. Combined with our top
performing Intrusion Prevention System
(IPS) it doesn’t matter whether a hacker

is trying to exploit a network vulnerability

or an endpoint vulnerability, XG Firewall
will stop it cold.
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“The installation of the firewall has
allowed us to have an encrypted
domain link to our secondary
building. One of the great features
of the firewall is it will allow Kymin
Financial to grow whilst keeping
our offices secure. We would not
hesitate to recommend this.”

Christopher Taylor
Operations Director - Kymin Financial
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Managed Threat Response

If you have licenced software stored on your server,

the firewall will create an encrypted domain link to r,}—-, \ Intercept X Endpoint
the other offices. This will allow the software to be '--J ®

used in all offices which makes licencing more Intercept X Server

efficient.

® Intercept X Mobile
Are you worried about what your staff are doing
and their efficiency? With web filtering you can @ XG Firewall
control the pages they are allowed to access and :
even put timing on certain pages. E.g. you can only .
access Facebook for a 1hour period between the @ Cloud Optix
hours of 12 - 2pm.
The features that a firewall can provide are @ Sophos UEM
extensive and are customisable dependent upon —
what your individual requirements. Sophos Central

@ Sophos Email

If you would like more information on how a .

firewall could improve your business and create a
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